
ÍÀÓÊÀ ² ÏÐÀÂÎÎÕÎÐÎÍÀ. 2018. ¹ 4(42)      ISSN 2072–8670
NAUKA I PRAVOOHORONA

34

ÓÄÊ 004.89:340

À.Ã. Áîéêîâ,
êàíäèäàò þðèäè÷íèõ íàóê, ñòàðøèé íàóêîâèé ñï³âðîá³òíèê

ÄÍÄ² ÌÂÑ Óêðà¿íè, ì. Êè¿â, Óêðà¿íà,
ORCID ID 0000-0001-7439-1452

ÀÂÒÎÌÀÒÈÇÎÂÀÍ² ÑÈÑÒÅÌÈ ÓÏÐÀÂË²ÍÍß
²ÍÔÎÐÌÀÖ²ÉÍÎÞ ÁÅÇÏÅÊÎÞ Â ÆÈÒÒªÄ²ßËÜÍÎÑÒ²

ÑÓ×ÀÑÍÎÃÎ ÑÓÑÏ²ËÜÑÒÂÀ: ÏÐÀÂÎÂÈÉ ÀÑÏÅÊÒ

Ñòàòòÿ ïðèñâÿ÷åíà äîñë³äæåííþ àâòîìàòèçîâàíèõ ñèñòåì óïðàâë³ííÿ
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³íôîðìàö³éíîãî ïðàâà ³ç çàïðîâàäæåííÿì â³äïîâ³äíèõ çàêîíîäàâ÷èõ ð³øåíü äëÿ
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íîñòè â äåÿòåëüíîñòè ó÷ðåæäåíèé è ïðåäïðèÿòèé ñ ïîìîùüþ àâòîìàòèçèðîâàííûõ
ñèñòåì óïðàâëåíèÿ. Îáðàùàåòñÿ âíèìàíèå íà íåîáõîäèìîñòü âíåäðåíèÿ è ñèñòåìà-
òèçàöèè íîðìû èíôîðìàöèîííîãî ïðàâà ñ ââåäåíèåì ñîîòâåòñòâóþùèõ çàêîíîäà-
òåëüíûõ ðåøåíèé äëÿ ýôôåêòèâíîãî ðàçâèòèÿ àâòîìàòèçèðîâàííûõ ñèñòåì óïðàâëåíèÿ.
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óïðàâëåíèÿ ðèñêàìè èíôîðìàöèîííîé áåçîïàñíîñòè.

Îäíèì ³ç íàéâàæëèâ³øèõ íàïðÿì³â ïåðåõîäó äî ³íôîðìàö³éíîãî ñóñï³ëüñòâà
â Óêðà¿í³ º àâòîìàòèçàö³ÿ óïðàâë³íñüêî¿ ä³ÿëüíîñò³ óñòàíîâ òà ï³äïðèºìñòâ. Ìàñ-
øòàáí³ ïåðåâàãè òà âïëèâ ³íôîðìàö³éíèõ òåõíîëîã³é íà âñ³ ñôåðè ä³ÿëüíîñò³ ëþ-
äèíè íàäçâè÷àéíî âåëèê³. Íèí³ ñôîðìóâàëèñÿ íåîáõ³äí³ òåõíîëîã³÷í³ ïåðåäóìîâè,
ÿê³ ìîæóòü çàáåçïå÷èòè çä³éñíåííÿ óïðàâë³íñüêî¿ ä³ÿëüíîñò³ â ãîñïîäàðñüê³é
ñôåð³ â àáñîëþòíî íîâèõ äëÿ íèõ óìîâàõ. Òàêîæ âîíè äîçâîëÿþòü ï³äâèùóâàòè
åôåêòèâí³ñòü ä³ÿëüíîñò³ óñòàíîâ ³ ï³äïðèºìñòâ íà îñíîâ³ âèêîðèñòàííÿ ³ííîâàö³é
ùîäî ³íôîðìàö³éíèõ òåõíîëîã³é, à òàêîæ åôåêòèâí³ñòü ¿õ âçàºìîä³¿ ç â³äïîâ³äíèìè
îðãàíàìè âëàäè òà ãðîìàäÿíàìè.

Çàñòîñóâàííÿ â ïðîöåñàõ óïðàâë³íñüêî¿ ä³ÿëüíîñò³ óñòàíîâ òà ï³äïðèºìñòâ
àâòîìàòèçîâàíèõ ³íôîðìàö³éíèõ ñèñòåì (äàë³ – À²Ñ), ùî äàº ïîøòîâõ äëÿ ðîçðîáêè
òà çàñòîñóâàíí³ ¿õ ó ñôåð³ äåðæàâíîãî óïðàâë³ííÿ. Íå òàê äàâíî ³ñíóâàëà äóìêà,
ùî òåõíîëîã³÷í³ ìåðåæ³ ³ ñèñòåìè ³çîëüîâàí³ â³ä çîâí³øíüîãî ñâ³òó, òîìó çàáåç-
ïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè (äàë³ – ²Á) ó ö³é ñôåð³ íå âèçíàâàëîñü àêòóàëüíèì.
Îäíàê îñòàíí³ì ÷àñîì ñïîñòåð³ãàºòüñÿ àêòèâ³çàö³ÿ íåáåçïå÷íèõ ê³áåðñï³ëüíîò,
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ÿêà ïðîÿâëÿºòüñÿ ó ôîðì³ ê³áåðòåðîðèçìó, ³íôîðìàö³éíîãî øïèãóíñòâà ³ íàâ³òü
øàíòàæó. Êð³ì òîãî, ó âñ³õ îáëàñòÿõ óïðàâë³íñüêî¿ ä³ÿëüíîñò³ ³ íà âñ³õ ð³âíÿõ
ôóíêö³îíóþòü ñîòí³ àâòîìàòèçîâàíèõ ³íôîðìàö³éíèõ ñèñòåì. Âíàñë³äîê öüîãî
êðèòè÷íî çðîñòàº äîñòóïí³ñòü çàñîá³â òà ³íñòðóìåíò³â â³ääàëåíîãî âïëèâó íà
³íôîðìàö³éíó ³íôðàñòðóêòóðó, íåð³äêî çàâäÿêè ïîñò³éíîìó âäîñêîíàëåííþ ìåòîä³â
êîìåðö³éíîãî ³íôîðìàö³éíîãî çëîä³éñòâà ³ øàõðàéñòâà.

Ñë³ä ñêàçàòè, ùî äåðæàâà ïðèä³ëÿº âåëèêó óâàãó ïèòàííÿì îðãàí³çàö³¿ çàõèñòó
ÀÑÓ òà ³íøèõ ³íôîðìàö³éíèõ ñèñòåì, ÿê³ ââàæàþòüñÿ ïîòåíö³éíî âðàçëèâèìè
îá’ºêòàìè. Â³äïîâ³äíî äî äåðæàâíî¿ ïîë³òèêè â ãàëóç³ çàáåçïå÷åííÿ áåçïåêè ÀÑÓ
Óêðà¿íà ïîñò³éíî ðîçðîáëÿº òà ñòâîðþº â³äïîâ³äí³ íîðìàòèâíî-ïðàâîâ³ àêòè, ùî
ñòîñóþòüñÿ ³íôîðìàö³éíî¿ áåçïåêè.

Íåîáõ³äíî çàçíà÷èòè, ùî çàêîíîäàâñòâî Óêðà¿íè ðîçâèâàºòüñÿ â íàïðÿì³ ïå-
ðåõîäó íà îáîâ’ÿçêîâó åëåêòðîííó ôîðìó âçàºìîä³¿ ó÷àñíèê³â ïðàâîâ³äíîñèí –
íèí³ öåé ïðîöåñ íàéá³ëüø ïîì³òíèé ó ñôåð³ íàäàííÿ äåðæàâíèõ ïîñëóã ó ð³çíèõ
ñôåðàõ.

Ïðîòå â óìîâàõ çíà÷íîãî âïëèâó, ÿêèé ÷èíèòü àâòîìàòèçàö³ÿ íà ïðîöåñè
äåðæàâíîãî óïðàâë³ííÿ òà íà ñóñï³ëüñòâî â ö³ëîìó, ðÿä âàæëèâèõ â³äíîñèí, ïîâ’ÿçà-
íèõ ç ðîçðîáêîþ òà çàñòîñóâàííÿì àâòîìàòèçîâàíèõ ³íôîðìàö³éíèõ ñèñòåì, äîñ³
íå ìàþòü ïðàâîâîãî ðåãóëþâàííÿ.

Íà ñüîãîäí³ âðåãóëüîâàí³ çàãàëüí³ ïèòàííÿ, ïîâ’ÿçàí³ ç ìàéíîâèìè â³äíîñè-
íàìè ç ïðèâîäó À²Ñ, àâòîðñüêèìè ïðàâàìè íà êîìïîíåíòè À²Ñ (ïðîãðàìíå çàáåçïå-
÷åííÿ äëÿ ÅÎÌ òà áàçè äàíèõ), çàáåçïå÷åííÿì áåçïåêè À²Ñ, çàõèñòîì îáðîáëþâàíèõ
ç äîïîìîãîþ À²Ñ ïåðñîíàëüíèõ äàíèõ òîùî.

Çàêîíîäàâ÷î íå âðåãóëüîâàí³ ïèòàííÿ äîïóñòèìîñò³ âèêîðèñòàííÿ À²Ñ. Ñôîð-
ìîâàíà ïðàêòèêà ïðàâîâîãî ðåãóëþâàííÿ ïîëÿãàº ó ïðèéíÿòò³ íîðìàòèâíîãî ïðà-
âîâîãî àêòà, ùî ëåã³òèì³çóº âèêîðèñòàííÿ ïåâíî¿ ñèñòåìè äëÿ àâòîìàòèçàö³¿ êîíê-
ðåòíèõ ïðîöåñ³â íà äåêëàðàòèâíîìó ð³âí³. Òàêèé íîðìàòèâíèé ïðàâîâèé àêò í³ÿê
íå ïðèâ’ÿçàíèé äî ñàìî¿ ñèñòåìè (çîêðåìà, ñèñòåìà ìîæå îíîâëþâàòèñÿ, çì³íþþ÷è
ñâî¿ ôóíêö³îíàëüí³ õàðàêòåðèñòèêè áåç íåîáõ³äíîñò³ âíåñåííÿ ïîïðàâîê ó
íîðìàòèâíî-ïðàâîâèé àêò). Öåé ï³äõ³ä íå ïåðåøêîäæàº âèêîðèñòàííþ íåêîðåêòíî
ôóíêö³îíóþ÷èõ ñèñòåì (ì³ñòÿòü ïðîãðàìí³ ïîìèëêè àáî íåêîðåêòí³ ïðèïóùåííÿ
â ïðîöåñ³ ïðîåêòóâàííÿ), ÿêå ïðèçâîäèòü äî ïîðóøåííÿ íîðì óêðà¿íñüêîãî ïðàâà.
Ñó÷àñíå çàêîíîäàâñòâî âçàãàë³ íå ì³ñòèòü ïîíÿòòÿ ïîìèëêè â ïðîãðàì³ ³ íå òîð-
êàºòüñÿ òàêîãî ïèòàííÿ, ÿê çàêîíí³ñòü àáî íåçàêîíí³ñòü âèêîðèñòàííÿ ïåâíî¿ À²Ñ
äëÿ àâòîìàòèçàö³¿ àäì³í³ñòðàòèâíèõ ïðîöåñ³â. Ïðîòå ó ñóäîâ³é ïðàêòèö³ âæå
ç’ÿâëÿþòüñÿ âèïàäêè ïîðóøåííÿ ïðàâ ³ çàêîííèõ ³íòåðåñ³â ó÷àñíèê³â öèõ ïðîöåñ³â
÷åðåç âèêîðèñòàííÿ íåêîðåêòíî ôóíêö³îíóþ÷èõ À²Ñ. Â³äñóòí³é ºäèíèé ï³äõ³ä
ùîäî ðåãóëþâàííÿ ïðàâîâîãî ðåæèìó À²Ñ, ùî âêëþ÷àº ïèòàííÿ þðèäè÷íîãî
çíà÷åííÿ ä³é, ÿê³ âèêîíóº À²Ñ â àâòîìàòè÷íîìó ðåæèì³ ñòîñîâíî äîêóìåíò³â ³ çà-
ïèñ³â â áàç³ äàíèõ, ñòâîðåíèõ çà äîïîìîãîþ À²Ñ, òà ïîðÿäêó ¿¿ âèêîðèñòàííÿ. Ïî-
ïðè òå, ùî îêðåì³ àñïåêòè ³íôîðìàö³éíî¿ áåçïåêè òà ¿¿ ïðàâîâîãî çàáåçïå÷åííÿ
áóëî ðîçãëÿíóòî â ðîáîòàõ Àð³ñòîâî¿ ².Â., Áºëÿêîâà Ê.²., Áºëºâöåâî¿ Â.Â., Êàëþæ-
íîãî Ð.À., Êîðìè÷à Á.À., Êîõàíîâñüêîãî Î.Â., Íîâèöüêîãî À.Ì., Òàö³ÿ Â.ß., Öèì-
áàëþêà Â.Ñ. òà ³íøèõ íàóêîâö³â, ïîçà óâàãîþ çàçâè÷àé çàëèøàºòüñÿ ðîçãëÿä íîð-
ìàòèâíîãî çàáåçïå÷åííÿ çàõèñòó äàíèõ â ³íôîðìàö³éíèõ àâòîìàòèçîâàíèõ ñèñòåìàõ
óïðàâë³ííÿ ä³ÿëüí³ñòþ óñòàíîâ òà ï³äïðèºìñòâ, ùî ³ º ìåòîþ íàøî¿ ñòàòò³.

Â Óêðà¿í³ ïðèä³ëÿºòüñÿ âåëèêà óâàãà ïèòàííÿì îðãàí³çàö³¿ çàõèñòó ÀÑÓ òà
³íøèõ ³íôîðìàö³éíèõ ñèñòåì óïðàâë³ííÿ, ÿê³ çàáåçïå÷óþòü ³íôîðìàö³éíó áåçïåêó
óïðàâë³ííÿ â óñòàíîâàõ òà íà ï³äïðèºìñòâàõ (äàë³ – ²ÁÓÓÏ). Â³äïîâ³äíî äî
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äåðæàâíî¿ ïîë³òèêè â ãàëóç³ çàáåçïå÷åííÿ áåçïåêè àâòîìàòèçîâàíèõ ñèñòåì óï-
ðàâë³ííÿ ²ÁÓÓÏ ðîçðîáëÿþòüñÿ â³äïîâ³äí³ íîðìàòèâíî-ïðàâîâ³ àêòè ùîäî  çàáåç-
ïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè â Óêðà¿í³.

Çàõèñò âñ³õ ñêëàäîâèõ ²ÁÓÓÏ âèìàãàº ðîçðîáêè ìåòîäè÷íîãî àïàðàòó ³ ñòâî-
ðåííÿ îñîáëèâèõ ³íôðàñòðóêòóð. Çàâäàííÿ çàáåçïå÷åííÿ ²ÁÓÓÏ óñêëàäíþþòüñÿ
òèì, ùî ³íôîðìàö³éíèé ïðîñò³ð íå ìàº ìåæ. Îñîáëèâîñò³ ðîáîòè ëîêàëüíî¿ ìåðåæ³
óñòàíîâè òà ìåðåæ³ ²íòåðíåò ñòâîðþþòü ïåðåäóìîâè äëÿ áåçêîíòðîëüíî¿ ³ áåçïåðåø-
êîäíî¿ ì³ãðàö³¿ âåëè÷åçíèõ ìàñèâ³â äàíèõ, ùî ìîæóòü ì³ñòèòè â³äîìîñò³, îá³ã
ÿêèõ ìîæå áóòè çàáîðîíåíèé àáî îáìåæåíèé. Äîñë³äæóþ÷è ìåòîäîëîã³÷í³ ïðîáëåìè
ïðàâîâîãî ðåãóëþâàííÿ ñòàíîâëåííÿ ³íôîðìàö³éíîãî ñóñï³ëüñòâà, ².Â. Àð³ñòîâà
çàçíà÷àº, ùî ³ñíóº äåê³ëüêà åòàï³â ðîçáóäîâè ³íôîðìàö³éíîãî ñóñï³ëüñòâà. Ïåðøèé
åòàï ðîçâèòêó ³íôîðìàö³éíîãî ñóñï³ëüñòâà ïåðåâàæíî ́ ðóíòóºòüñÿ íà äîñÿãíåííÿõ
³íôîðìàö³éíèõ òåõíîëîã³é òà òåõíîëîã³é çâ’ÿçêó, íàñòóïíèé åòàï éîãî ðîçáóäîâè
ïîâèíåí äîïóñêàòè á³ëüø øèðîê³ ñîö³àëüí³, åòè÷í³ òà ïîë³òè÷í³ ïàðàìåòðè – öå
íîâå ñóñï³ëüñòâî çíàíü. Òàêîæ â³äì³÷åíî, ùî â îñíîâ³ ñóñï³ëüñòâà çíàííÿ ëåæèòü
ìîæëèâ³ñòü çíàõîäèòè, âèðîáëÿòè, îáðîáëÿòè, ïåðåòâîðþâàòè, ïîøèðþâàòè òà
âèêîðèñòîâóâàòè ³íôîðìàö³þ ç ìåòîþ îòðèìàííÿ é çàñòîñóâàííÿ íåîáõ³äíèõ äëÿ
ëþäñüêîãî ðîçâèòêó çíàíü. Òàêå áà÷åííÿ ñïèðàºòüñÿ íà êîíöåïö³þ ñóñï³ëüñòâà,
ÿêå ñïðèÿº ðîçøèðåííþ ïðàâ ³ ìîæëèâîñòåé, ùî âêëþ÷àº â ñåáå ïîíÿòòÿ ÷èñåëü-
íîñò³, ³íòåãðàö³¿, ñîë³äàðíîñò³ òà ó÷àñò³ [1, ñ. 5].

Òåõíîëîã³¿ çà äîïîìîãîþ ÿêèõ çä³éñíþþòüñÿ àòàêè íà ÀÑÓ, ðîçâèâàþòüñÿ
øâèäøå çàõèñíèõ, òîìó íàâ³òü äåðæàâí³ áàçè äàíèõ ïåðåáóâàþòü ó çîí³ ðèçèêó.
Ìîæíà çàçíà÷èòè, ùî äëÿ çàõèñòó äåðæàâíî¿ òàºìíèö³ çàñòîñîâóþòüñÿ íàéäîñêî-
íàë³ø³ òåõíîëîã³¿. Ïðîòå ùîéíî äåðæàâíà òàºìíèöÿ âèõîäèòü ç íàéá³ëüø îõîðî-
íþâàíîãî ïåðèìåòðà, âîíà îäðàçó ïîòðàïëÿº â çîíó ðèçèêó ³ ñòàº îá’ºêòîì âçàºìîä³¿
äåðæàâíèõ óñòàíîâ ç ð³çíîìàí³òíèìè îðãàí³çàö³ÿìè àáî ãðîìàäñüêèìè ³íñòèòóòàìè,
ó ÿêèõ ñòóï³íü çàõèñòó ³ñòîòíî íèæ÷å. Íà íàøó äóìêó, êåð³âíèöòâî óñòàíîâ òà
ï³äïðèºìñòâ íåäîñòàòíüî îá³çíàí³ â ïèòàííÿõ çàáåçïå÷åííÿ ²Á ÀÑÓ ³ ÷àñòî íåäî-
îö³íþþòü âàæëèâ³ñòü âèð³øåííÿ çàâäàíü çàõèñòó ³íôîðìàö³¿. Òîìó ÷àñòî ïðè çà-
ìîâëåíí³ ÀÑÓ äëÿ ²ÁÓÓÏ â êðàùîìó âèïàäêó íàìàãàþòüñÿ ïåðåíåñòè òåõíîëîã³¿
çàõèñòó “îô³ñíèõ” ³íôîðìàö³éíèõ ñèñòåì, ùî äàëåêî íå çàâæäè äîö³ëüíî ³ åôåêòèâíî.
Ìîâà éäå ïðî óñêëàäíåííÿ óïðàâë³ííÿ ²Á çà äîïîìîãîþ ÀÑÓ â óìîâàõ ñòð³ìêîãî
çðîñòàííÿ êîìï’þòåðíî¿ òà ³íøî¿ ³íôîðìàö³éíî¿ òåõí³êè ÿêà âèêîðèñòîâóºòüñÿ â
óñòàíîâàõ òà íà ï³äïðèºìñòâàõ.

Ðîçâèòîê ³íôîðìàö³éíî¿ ãðàìîòíîñò³ ñòàâ çàãàëüíîñóñï³ëüíîþ âèìîãîþ òà
óìîâîþ äëÿ âèêîíàííÿ âèðîáíè÷èõ ÷è óïðàâë³íñüêèõ ôóíêö³é, ùî îáñëóãîâóþòü
óñ³ ñòðóêòóðè ñîö³àëüíî¿ çàéíÿòîñò³. Êâàë³ô³êàö³éí³ âèìîãè äî âñ³õ ïðîôåñ³é ³
ïîñàä ïåðåäáà÷àþòü íåîáõ³äíèé ð³âåíü âèìîã ³ çàáåçïå÷óþòü ïðèäáàííÿ çíàíü ³
íàâè÷îê â íîâèõ óìîâàõ ðîáîòè. Îáîâ’ÿçîê àäì³í³ñòðàö³é – çàáåçïå÷èòè ðàö³îíàëüíå
âèêîðèñòàííÿ ³íôîðìàö³éíî¿ ³íôðàñòðóêòóðè, ç îäíîãî áîêó, à ç ³íøîãî – ÿê³ñíî
âèêîíóâàòè âñ³ ôóíêö³¿ òà îïåðàö³¿, ïîâ’ÿçàí³ ç ³íôîðìàö³éíîþ ä³ÿëüí³ñòþ íà
áóäü-ÿêîìó ð³âí³ ïðè çàáåçïå÷åíí³ ³íôîðìàö³éíî¿ áåçïåêè [2, ñ. 65].

Òàêîæ, íà íàøó äóìêó, ñòð³ìêèé ðîçâèòîê ³íôîðìàö³éíîãî ñóñï³ëüñòâà âèìàãàº
â³ä ñó÷àñíî¿ äåðæàâè ñòâîðåííÿ òà ðîçâèòêó åôåêòèâíî¿ ñèñòåìè çàáåçïå÷åííÿ
³íôîðìàö³éíî¿ áåçïåêè, ÿêà òåæ â ñâîþ ÷åðãó âèìàãàº â³ä äåðæàâè ðîçðîáêè â³ä-
ïîâ³äíî¿ äåðæàâíî¿ ïîë³òèêè òà ¿¿ çàêð³ïëåííÿ ³ ðåàë³çàö³¿ íà âñ³õ ð³âíÿõ.

Çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè Óêðà¿íè, áåçïåêè ¿¿ íàö³îíàëüíèõ
³íòåðåñ³â â ³íôîðìàö³éí³é ñôåð³ ïåðåäáà÷àº âñòàíîâëåííÿì çàêîííèõ ïðàâèë, çà
ÿêèìè â³äáóâàþòüñÿ ³íôîðìàö³éí³ ïðîöåñè â äåðæàâ³, ùî çàáåçïå÷óþòü ãàðàíòîâàí³
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Êîíñòèòóö³ºþ óìîâè ³ñíóâàííÿ ³ ðîçâèòêó äåðæàâè òà âñüîãî ñóñï³ëüñòâà. Êîð-
ìè÷ Á.À. çàçíà÷àº, ùî ðÿä îñíîâíèõ îçíàê ³íôîðìàö³éíî¿ áåçïåêè, ùî îáóìîâëþþòüñÿ
ñïåöèô³êîþ ¿¿ îá’ºêòà – çîíè ³íôîðìàö³éíî¿ áåçïåêè, ïåðåáóâàþòü íà ïåðåõðåñò³
ôóíêö³¿ íàö³îíàëüíî¿ áåçïåêè òà ³íôîðìàö³éíî¿ ôóíêö³¿ äåðæàâè; ïèòàííÿ ³íôîð-
ìàö³éíî¿ áåçïåêè äåðæàâè ìàº åêñòåðèòîð³àëüíèé õàðàêòåð; ñóñï³ëüí³ â³äíîñèíè,
ùî âõîäÿòü äî ñôåðè ³íôîðìàö³éíî¿ áåçïåêè, º íåîäíîð³äíèìè ³ ð³çíîïëàíîâèìè;
êîìïåòåíö³ÿ äåðæàâè ó ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè îáóìîâëþºòüñÿ êîíêóðåíö³ºþ
ì³æ ³íôîðìàö³éíèìè ïðàâàìè îñîáè òà ôóíêö³ÿìè äåðæàâè ³ ¿¿ îðãàí³â ïî ðåãó-
ëþâàííþ ³íôîðìàö³éíèõ ïðîöåñ³â; ó äåìîêðàòè÷íîìó ñóñï³ëüñòâ³ äåðæàâíå ðåãó-
ëþâàííÿ ³íôîðìàö³éíî¿ ñôåðè ìîæëèâå ëèøå øëÿõîì âñòàíîâëåííÿ ïðàâîâèõ
íîðì; ïîë³òèêà ³íôîðìàö³éíî¿ áåçïåêè ìàº áàãàòîâåêòîðíèé õàðàêòåð [3,
ñ. 93].

Íà äóìêó äîñë³äíèê³â, ïðàâîâó îñíîâó çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
Óêðà¿íè ñòàíîâëÿòü Êîíñòèòóö³ÿ Óêðà¿íè [4], çàêîíè Óêðà¿íè “Ïðî îñíîâè íàö³î-
íàëüíî¿ áåçïåêè Óêðà¿íè” [5], “Ïðî äîñòóï äî ïóáë³÷íî¿ ³íôîðìàö³¿” [6], ïðîåêò
Çàêîíó Óêðà¿íè “Ïðî ³íôîðìàö³éíèé ñóâåðåí³òåò òà ³íôîðìàö³éíó áåçïåêó Óêðà¿íè”
[7] , ³íø³ çàêîíè òà ³íôîðìàòèâíî ïðàâîâ³ àêòè, à òàêîæ ðàòèô³êîâàí³ àáî ïàðàôîâàí³
Óêðà¿íîþ ì³æíàðîäí³.

Â³äïîâ³äíî äî ñò. 3 Êîíñòèòóö³¿ Óêðà¿íè âèçíà÷åíî: “Ëþäèíà, ¿¿ æèòòÿ ³
çäîðîâ’ÿ, ÷åñòü ³ ã³äí³ñòü, íåäîòîðêàíí³ñòü ³ áåçïåêà âèçíàþòüñÿ â Óêðà¿í³ íàéâèùîþ
ñîö³àëüíîþ ö³íí³ñòþ. Ïðàâà ³ ñâîáîäè ëþäèíè òà ¿õ ãàðàíò³¿ âèçíà÷àþòü çì³ñò ³
ñïðÿìîâàí³ñòü ä³ÿëüíîñò³ äåðæàâè. Äåðæàâà â³äïîâ³äàº ïåðåä ëþäèíîþ çà ñâîþ
ä³ÿëüí³ñòü. Óòâåðäæåííÿ ³ çàáåçïå÷åííÿ ïðàâ ³ ñâîáîä ëþäèíè º ãîëîâíèì îáîâ’ÿç-
êîì äåðæàâè” [4]. Êð³ì òîãî, â ñò. 17 çàêð³ïëåíà íîðìà çàáåçïå÷åííÿ ³íôîðìàö³éíî¿
áåçïåêè ÿê îäí³º¿ ç íàéâàæëèâ³øèõ ôóíêö³¿ äåðæàâè. Â³äïîâ³äàëüí³ñòü çà
çàáåçïå÷åííÿ äåðæàâíîãî ñóâåðåí³òåòó, â òîìó ÷èñë³ ³íôîðìàö³éíîãî, çä³éñíåííÿ
âíóòð³øíüî¿ ³ çîâí³øíüî¿ ïîë³òèêè äåðæàâè, âèêîíàííÿ Êîíñòèòóö³¿ ³ çàêîí³â
Óêðà¿íè, óêàç³â Ïðåçèäåíòà Óêðà¿íè ïîêëàäåíî íà Êàá³íåò Ì³í³ñòð³â Óêðà¿íè.
Âàæëèâèìè â êîíòåêñò³ íàøîãî äîñë³äæåííÿ º òàêîæ ïîëîæåííÿ ï. 5 ñò. 92 Êîí-
ñòèòóö³¿ Óêðà¿íè, ó ÿêîìó çàêð³ïëåíî, ùî âèêëþ÷íî çàêîíîì âñòàíîâëþþòüñÿ çà-
ñàäè îðãàí³çàö³¿ òðàíñïîðòó òà çâ’ÿçêó, à òàêîæ íîðìà ïðî òå, ùî îñíîâè íàö³î-
íàëüíî¿ áåçïåêè º ñêëàäîâîþ ³íôîðìàö³éíî¿ áåçïåêè.

Íà íàøó äóìêó, â Çàêîí³ Óêðà¿íè “Ïðî îñíîâè íàö³îíàëüíî¿ áåçïåêè Óêðà¿íè”
[5] òàêîæ âèçíà÷åí³ äåÿê³ çàãðîçè ²Á äëÿ íàøî¿ äåðæàâè: ïðîÿâè îáìåæåííÿ
ñâîáîäè ñëîâà òà  äîñòóïó ãðîìàäÿí äî ³íôîðìàö³¿; ïîøèðåííÿ çàñîáàìè ìàñîâî¿
³íôîðìàö³¿ êóëüòó íàñèëüñòâà, æîðñòîêîñò³, ïîðíîãðàô³¿; íàìàãàííÿ ìàí³ïóëþâàòè
ñóñï³ëüíîþ ñâ³äîì³ñòþ, çîêðåìà, øëÿõîì ïîøèðåííÿ íåäîñòîâ³ðíî¿, íåïîâíî¿ àáî
óïåðåäæåíî¿ ³íôîðìàö³¿; ðîçãîëîøåííÿ ³íôîðìàö³¿, ÿêà ñòàíîâèòü äåðæàâíó òà
³íøó, ïåðåäáà÷åíó çàêîíîì, òàºìíèöþ, à òàêîæ êîíô³äåíö³éíî¿ ³íôîðìàö³¿, ùî º
âëàñí³ñòþ äåðæàâè àáî ñïðÿìîâàíà íà çàáåçïå÷åííÿ ïîòðåá òà íàö³îíàëüíèõ ³íòåðåñ³â
ñóñï³ëüñòâà ³ äåðæàâè; êîìï’þòåðíà çëî÷èíí³ñòü òà êîìï’þòåðíèé òåðîðèçì.

Ïîñò³éíå ðåôîðìóâàííÿ äåðæàâíîãî óïðàâë³ííÿ º îäí³ºþ ç îñíîâíèõ ïåðåâàã
ðîçâèòêó ³íôîðìàö³éíîãî ñóñï³ëüñòâà ó êðà¿íàõ ç ïåðåõîäîì åêîíîì³êè äî åëåê-
òðîííî¿ ñèñòåìè äåðæàâíîãî óïðàâë³ííÿ, ùî º îäíèì ç îñíîâíèõ ôàêòîð³â êîíêó-
ðåíòîñïðîìîæíîñò³ äåðæàâè â óìîâàõ ºâðîïåéñüêî¿ ³íòåãðàö³¿. Ïðèéíÿòòÿ äåð-
æàâíèõ ïðîãðàì òà ñòðàòåã³é, ìåòîþ ÿêèõ º âäîñêîíàëåííÿ ñèñòåìè äåðæàâíîãî
óïðàâë³ííÿ ³ ï³äâèùåííÿ êîíêóðåíòîñïðîìîæíîãî ð³âíÿ êðà¿íè â ñâ³ò³. Ðåçóëü-
òàòàìè ðåàë³çàö³¿ ïðîãðàì òà ñòðàòåã³é ïîâèííà ñòàòè á³ëüø åôåêòèâíà ñèñòåìà
äåðæàâíîãî óïðàâë³ííÿ â ³íôîðìàö³éíîìó ñóñï³ëüñòâ³. Çîêðåìà, ðîçïîðÿäæåííÿì
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Êàá³íåòó Ì³í³ñòð³â Óêðà¿íè áóëà çàòâåðäæåíà Ñòðàòåã³ÿ ðåôîðìóâàííÿ äåðæàâíîãî
óïðàâë³ííÿ Óêðà¿íè íà ïåð³îä äî 2021 (äàë³ – Ñòðàòåã³ÿ) [8]. Âêàçàíîþ Ñòðàòåã³ºþ
çàòâåðäæåíî Ïëàí çàõîä³â ç ðåàë³çàö³¿ ïîñëóã â åëåêòðîíí³é ôîðì³, ÿêèé íàðàõîâóº
ïåðåë³ê ç 80 å-ïîñëóã. Ç îãëÿäó íà öå, äîö³ëüíèì º îá’ºäíàííÿ çóñèëü ç âèêîíàííÿ
çàçíà÷åíèõ çàõîä³â ó äåðæàâíèõ îðãàíàõ òà âèçíà÷åííÿ íèìè ñï³ëüíî ç ãðîìàäñü-
ê³ñòþ ºäèíîãî ïåðåë³êó íàéá³ëüø ïîïóëÿðíèõ ñåðåä íàñåëåííÿ àäì³í³ñòðàòèâíèõ
ïîñëóã â åëåêòðîíí³é ôîðì³.

Òàêîæ çàçíà÷åíà Ñòðàòåã³ÿ âèçíà÷àº ð³çí³ ñòðîêè çä³éñíåííÿ îïòèì³çàö³¿
ïðîöåäóð íàäàííÿ àäì³í³ñòðàòèâíèõ ïîñëóã â åëåêòðîíí³é ôîðì³.

Íåîáõ³äíî çàóâàæèòè, ùî â óêðà¿íñüêîìó íàö³îíàëüíîìó ïðàâ³ ñèñòåìîóòâî-
ðþþ÷èì ÷èííèêîì ³ ïîøòîâõîì äî âèíèêíåííÿ ³ ôîðìóâàííÿ ³íôîðìàö³éíîãî ïðà-
âà òà ²Á ìîæíà ââàæàòè ïðèéíÿòèé ó 1992 ð. Çàêîí Óêðà¿íè “Ïðî ³íôîðìàö³þ” [9].

Ñåðåä ïðîáëåì, ÿê³ ÷àñòêîâî âèð³øóþòüñÿ ²Á â ÀÑÓ Óêðà¿íè ñòîñîâíî çà-
áåçïå÷åííÿ ¿¿ áåçïåêè ùîäî íàö³îíàëüíèõ ³íòåðåñ³â â ³íôîðìàö³éí³é ñôåð³, º
ïðèéíÿòòÿ íàêàçó Ì³í³ñòåðñòâà âíóòð³øí³õ ñïðàâ Óêðà¿íè â³ä 20.10.2017 ¹ 870
“Ïðî çàòâåðäæåííÿ Ïîëîæåííÿ ïðî àâòîìàòèçîâàíó ³íôîðìàö³éíó ñèñòåìó îïå-
ðàòèâíîãî ïðèçíà÷åííÿ ºäèíî¿ ³íôîðìàö³éíî¿ ñèñòåìè ÌÂÑ”. Ìåòîþ Ïîëîæåííÿ
º âäîñêîíàëåííÿ ³íôîðìàö³éíî-àíàë³òè÷íîãî çàáåçïå÷åííÿ îïåðàòèâíî-ðîçøóêîâî¿
ä³ÿëüíîñò³ Íàö³îíàëüíî¿ ïîë³ö³¿ Óêðà¿íè.

Îäíèì ³ç ïðèêëàä³â ñèñòåìàòèçàö³¿ íîðì ó ñôåð³ çàõèñòó ²Á º óãîäè ì³æ
Óêðà¿íîþ òà ³íøèìè äåðæàâàìè ïðî ñï³âïðàöþ â íàóêîâèõ äîñë³äæåííÿõ ³ ðîç-
ðîáêàõ â ³íôîðìàö³éí³é ñôåð³. Ó öèõ äîêóìåíòàõ ïåðåðàõîâóþòüñÿ çàõîäè äîâ³ðè
³ ñïîñîáè ïðîòèä³¿ ê³áåðâ³éí³, à òàêîæ äåêëàðóºòüñÿ ñòâîðåííÿ çàãàëüíî¿ ñèñòåìè
²Á. Öå º äîäàòêîâèì àðãóìåíòîì, ÿêèé ï³äòâåðäæóº íåîáõ³äí³ñòü ñòâîðåííÿ ì³æíàðîäíî¿
íîðìàòèâíî-ïðàâîâî¿ áàçè ñòîñîâíî áîðîòüáè ç ê³áåðçàãðîçàìè, ùî ³ñíóþòü òà
ñëóãóþòü ðèçèêîì äëÿ äåðæàâè. Âèêîðèñòàííÿ ³íôîðìàö³éíèõ òåõíîëîã³é â ÀÑÓ
äëÿ ²ÁÓÓÏ ñòàëî çâè÷íîþ ñïðàâîþ, ³ çáèòîê â³ä “ê³áåðíàïàä³â” íà àäðåñó äåðæàâè
âèðàæàºòüñÿ íå ëèøå â ðåïóòàö³¿, à é ó ô³íàíñîâèõ âòðàòàõ. ²Á ³ çàõèñò ðåïóòàö³¿
äåðæàâè ïîâèíí³ ñòàòè îäíèì ç ³íñòðóìåíò³â â ãåîïîë³òè÷íîìó ïðîòèñòîÿíí³. Âñå
öå çì³öíþº ³äåþ çîñåðåäæåííÿ çóñèëëÿ äåðæàâè íà âèáóäîâóâàíí³ ñèñòåìè ïðåâåí-
òèâíèõ çàõîä³â, îäí³ºþ ç ÿêèõ ìîæå ñòàòè êðèì³íàë³çàö³ÿ çëî÷èí³â ó ñôåð³ ÀÑÓ
äëÿ ²ÁÓÓÏ íà ìàêñèìàëüíî âèñîêîìó ð³âí³. Òàêèé ï³äõ³ä äîïîìîæå â áîðîòüá³
ç ê³áåðçëî÷èíí³ñòþ á³ëüøå, í³æ ïîäîëàííÿ íàñë³äê³â ³íöèäåíò³â. Ñë³ä çàçíà÷èòè,
ùî íîðìè ³íôîðìàö³éíîãî ïðàâà íà ñüîãîäí³ ðîçïîðîøåí³ ó âåëèê³é ê³ëüêîñò³
íîðìàòèâíèõ àêò³â, ùî ñóòòºâî çíèæóº åôåêòèâí³ñòü ïðàâîâîãî ðåãóëþâàííÿ âñ³º¿
³íôîðìàö³éíî¿ ñôåðè. Òîìó ï³äòðèìóºìî ïîçèö³þ áàãàòüîõ â÷åíèõ (Áàðàíîâà
Î.À., Áºëÿêîâà Ê.²., Öèìáàëþêà Ê.². òà ³íøèõ), ÿê³ çâåðòàþòü óâàãó íà íåîáõ³äí³ñòü
ùîäî ñèñòåìàòèçàö³¿ íîðì ó ö³é ñôåð³ øëÿõîì ïðèéíÿòòÿ ²íôîðìàö³éíîãî êîäåêñó.

Ï³äñóìîâóþ÷è, ñë³ä çàçíà÷èòè, ùî ÀÑÓ äëÿ ²ÁÓÓÏ º âçàºìîä³ºþ ð³çíèõ
åëåìåíò³â, òàêèõ ÿê óïðàâë³ííÿ ³íôîðìàö³ºþ, ä³ÿëüí³ñòþ ñóá’ºêò³â òà ³íôîðìà-
ö³éíèìè òåõíîëîã³÷íèìè ïðîöåñàìè óñòàíîâè òà ï³äïðèºìñòâà. ²íôîðìàö³éí³ ñè-
ñòåìè óïðàâë³ííÿ äîö³ëüíî êëàñèô³êóâàòè çà îá’ºêòîì óïðàâë³ííÿ, ñïîñîáîì ôîð-
ìóâàííÿ, ôóíêö³îíàëüíîþ îçíàêîþ. Äëÿ ñòâîðåííÿ åôåêòèâíî¿ ÀÑÓ äëÿ ²ÁÓÓÏ
íåîáõ³äíî ñèñòåìàòèçóâàòè íîðìè ³íôîðìàö³éíîãî ïðàâà ³ç çàïðîâàäæåííÿì
â³äïîâ³äíèõ çàêîíîäàâ÷èõ ð³øåíü. Ï³ä ÷àñ ïîáóäîâè ÀÑÓ äëÿ ²ÁÓÓÏ âàæëèâî
âðàõîâóâàòè çàáåçïå÷åííÿ ²Á íà ì³æíàðîäíîìó, äåðæàâíîìó òà êîðïîðàòèâíîìó
ð³âí³, ÿêå ïåðåäóñ³ì ´ðóíòóºòüñÿ íà íîðìàòèâíî-ïðàâîâ³é áàç³, ñòàíäàðòàõ,
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ïðîãíîçàõ òà çàõîäàõ ùîäî ²Á. Ïðè öüîìó â íîðìàòèâíî-ïðàâîâó áàçó ìàº áóòè
âíåñåíî çì³íè äî çàêîí³â Óêðà¿íè “Ïðî ³íôîðìàö³þ” òà “Ïðî îñíîâè íàö³îíàëüíî¿
áåçïåêè Óêðà¿íè” â³äïîâ³äíî äî ñó÷àñíèõ âèìîã ñóñï³ëüíîãî ðîçâèòêó ÀÑÓ äëÿ
²ÁÓÓÏ. Òàêîæ âàæëèâèì çàâäàííÿì ñòàº çàáåçïå÷åííÿ íà íàëåæíîìó ð³âí³ ñòâî-
ðåííÿ ³íòåãðîâàíî¿ ³íôîðìàö³éíî¿ ñèñòåìè óïðàâë³ííÿ ²Á â ³íôîðìàö³éíå ñóñï³ëü-
ñòâî êðà¿íè íà äåðæàâíîìó ð³âí³. ²íòåãðàö³ÿ â ³íôîðìàö³éíå ñóñï³ëüñòâî â³äïî-
â³äíèõ ëîêàë³çîâàíèõ ³íòåðíåò-ðåñóðñ³â ³ íåìîæëèâ³ñòü ïîâíîãî êîíòðîëþ ç áîêó
äåðæàâè íàä ãëîáàëüíèìè ñîö³àëüíèìè ìåðåæàìè º ïðèâîäîì äëÿ ñï³ëüíîãî ïî-
øóêó øëÿõ³â âèð³øåííÿ íàä³éíîãî çàáåçïå÷åííÿ íàö³îíàëüíî¿ áåçïåêè â ³íòåðåñàõ
äåðæàâè.
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AUTOMATED SYSTEMS OF INFORMATION SECURITY MANAGEMENT
IN LIFE OF MODERN SOCIETY: LEGAL ASPECT

Office management through automated information systems leads to the
development and implementation of them into the field of public administration. Not
so long ago, technological networks and systems have been isolated from the surroundings,
therefore the provision of information security in this area has not been recognized as
relevant one. However, in recent years there has been an intensification of dangerous
cyber-communities in obtaining information through espionage and even blackmail.
In addition, hundreds of automated information systems operate in all areas of
management activity and at all levels. As a result, the availability of means and tools
for remote impact on information infrastructure is critically increasing, often due to
the continuous improvement of methods of commercial information theft and fraud.

The state pays a great attention to the organization of the protection of automated
control systems and other information systems that are considered potentially vulnerable
objects. In accordance with the state policy in the field of insurance of the safety of
automated control systems of Ukraine, relevant normative and legal acts concerning
information security are constantly being developed and created. Ukrainian legislation
is developing in the direction of the transition to a mandatory electronic form of an
interaction of the parties of legal relations – nowadays this process is the most
noticeable in the sphere of rendering state services in various spheres. However, in the
context of the strong influence of automation on the processes of public administration
and on society as a whole, a number of important relations related to the development
and application of automated information systems, have not yet been legalized.

Today, general issues related to property relations concerning automated control
systems, copyrights on the components of automated control systems and databases,
etc. are regulated.

The issues of the admissibility of the use of automated control systems are not
regulated by law. Current practice of legal regulation consists in the adoption of a
normative legal act, which legitimizes the use of a particular system for the automation
of specific processes at the declarative level. Such normative legal act is not bound to
the system itself (in particular, the system can be updated, changing its functional
characteristics without the need for amendments to the regulatory legal act). This
approach does not prevent the use of incorrectly functioning systems (containing
program errors or incorrect assumptions in the design process), which leads to the
violation of Ukrainian law. Modern legislation in general does not contain the
concept of error in the program and does not address such issues as the legitimacy or
illegal use of certain AIS to automate administrative processes. Therefore, an important
task is to ensure, at the appropriate level, the creation of an integrated information
security information management system at the state level in the information society
of the country. An integration into the information society of relevant localized
Internet resources and the impossibility of full control by the state over global social
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networks is the reason for a joint search for the solutions for the reliable security of
national security in the interests of the state.

Keywords: information and telecommunication system; information security;
risk; information security management system; information security risk management.
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